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Research on network security situation awareness of intelligent distribution

transformer terminal unit based on RBF-SVM

WU Haotao' ,DAI Shanglin' , QIAO Zhongwei' , LIANG Haolan® ,ZENG Xiangjun®, LIU Dongqi’

(1. Shenzhen Power Supply Bureau Co. » Ltd. ,Shenzhen 518010,China;2. School of Electrical and Information Engineering,

Changsha University of Science and Technology,Changsha 410114 ,China)

Abstract: Due to its own vulnerabilities and the vulnerability of the communication network, the intelligent distribu-
tion transformer terminal deployed for the station area is vulnerable to network attacks. For solving the security prob-
lems existing in the intelligent distribution transformer terminal, this paper proposes an intelligent distribution trans-
former terminal network security situation awareness method based on RBF-SVM. Firstly, the potential network at-
tack that the terminal may suffer is analyzed, the corresponding security detection indicators areextracted and normal-
ized. Then, a nonlinear support vector machine (SVM) classifier based on the Gaussian (RBF) kernel function is
conducted. The £-fold cross-validation and grid search method is applied for determining the optimal parameters of C
and g for the classifier, and the Security Situation Awareness model of the intelligent distribution transformer termi-
nal is established. Finally, the test index data are substituted into the model for training and testing. The results show
that compared with s random forest and logistic regression methods, the proposed method has a higher accuracy rate, can re-
alize terminal security situation awareness, and canbe used for practical power terminal security protection.
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Figure 1 The architecture of intelligent distribution

transformer terminal unit



%36 B 5 W SV, 5 LT RBF-SVM 4 BB BC A8 4 it 1) I 28 22 42 8 347l 37
1.2 BHRTABTEESHNERS F1RESIHE LW A

BRI A 2 i R B B AR AR e 0 T I AN AR
15 DRI e 555 P, 25 B 18 57 I 4% T8l AR 40 g A
AR B5CHR A A RE G AR 2% i W] RE A2 Y ) 2% Tk
RHTE

D BEIRFER Tty . B R A g e 28 ¢ s 3
{5 UL B, Ak R B PR 1 TCP JE#HoK L 1 4
vig CPU Wl 7 faf 32 17 DA S 5 B i R 5 AT R JE
BEVRFEIS , UL R G L IR 55 B A

27zt (Flooding) Bifi . B i & In] 2 BE £ o 7
it R 1 i SR i R S Y A RN I AL F
SR TP BRI, 5 O T vk 1) A 28 0 % % B2 41 1F
RS .

3) R IR . By 2 R A A e i ] 55 2%
2T BRI S 44 R D A G, o g Y E A
1) 25

O FLBRI . B A AT R AR C A 28 it
L F A L IR) A A B DA AR T 1] 3 4 A I 4%
(10 At 2 v 2% A J ARRDE B 05 . I 2T 4k

5) A Ty . Ty 3 i B i O =
I 2% 3 AL 45 BT, R AR AR 8y, et vl A
HEA S B AR G0 45 R A B0 SRR L ) 2 4

2 3T RBF-SVM [ 2 it 22 4 KB
PPk AR Y

T T 4 YRR B T A 2 I 14 1) 24 <22 A A 4
FREUEFEA , 56T RBF-SVM A 8 8 R it A8 2 3 4
G 75 BPP Ak R TR DR S BAL X I A ¢ v U 4 114 I 4% 12 4
SR
2.1 EHRERETXREERETHERER

TSR ) 2% T, R R TEE S 4 S o A L %2
1L B R R P B AL O REA Z R H . F
P S 1E B 38 A7 I M AE % B AT O s A7 I 4 2R 19
T R | 2 M AR G I A R BRI A S
AR AT R UCRC TR T 00 I 05 I 4T S R
LUK CPU #8545 bn B4, 25 & Al R RE G A &%
Ui e A AEAE S o TIC A 2 g 22 A S I 4 Am TR AN 3R
1R

Table 1 Details of Security detection indexes for TTU

o W Wik ttr s
W TS Rt R A
i WREIRRIEE L g RRTRIDORE
BRI R R A
% PRI B

UE 9 #E A7 7] Pila) B HUEL

e SeitHE ) 20 s
fi? WL TTU {5 RIS 20 s ggfnzgﬁ
DIl B ) N N UL e B R
Ly DBESHOCRE W b

P FIW RS /A 5 min CPU R 484t 5 min CPU
%é% VORI W BRI AR T (A
- CPU fifi 5 5 & #1 CPU WA CPU NAE S %

Wb
G 17 I L RS 4
WA S 1 4
o R iR TR

17 s LR AT
igg AR B T mgwii;

o FRAERLAT RO ;ﬁmﬁa

i T 5 B k4 B i

Ik g2
P 250 KSa/s
s o K
YRR T
SMEORBEBLRAE

CPU  #mmutEe o PO T g5 scpU
o CPU # #t iz e

Uik CRAEE B . - Bz 17 12

Wl W CPU Midegs L e BT
" S REMOR .5 s
G REnmEs

e CPU B s
1372 T E

2.2 SVM 4358
SVM J& #l &% 2% > 5y — Fh A W5 B 2 ) B
YT AT R 4 2 R AR [ 5 A3 A AR A E A B
i A 24 Sty ¢ 4 A6 I 48 B I 5 K LA A 18 AT 00 S8 0
VA i A RRAE 308 10 #4028 4%, SR B R A S 80,
AR 5 E
i 26 0 — M RRIEZS () R b A2 85040 4 /D
T={(x1sy1):(x3,y5) s, (x;5y:) )
i=1,2,,N (D
KX x, WERIER L, x, €R" 5y, R x, KRR
B,y € {+1,—1},
PAEAE B T e I R B AR L T 43, B
wex+b=0 (2)
yilwex, +b)=1,i=1,2,,N (3)
K2 O w T b LRI,
XTI 25 5 B 28 47 1 25, oK e oK 18] B 4 25 1
ABS-TE w H b Y P L B
jnwl;;q Shwl
[s.t yviwex, +0)=1,i=1,2,,N

4



38 ) Vil B 2 5 Ea PN 2 Bl 2021 4E 9 A
I RYLR REC R 2.3 ERETXIREERELENEITEMHER
f(x) =sign(w +x +b) (5 B HE E AR 2 s ) 28 42 4 25 B PEAG A TR % D IR
SRM 5 BETC A8 2% s 1Y DI k8509 I A etk T 43, W,
RT PRI A ()R X B REAR S (x Ly FliE— 1) 1k B R B e AR 2 vty 0F A7 A L I L AR 4 3R

=

AR & e, = 0 FAIAES] C>0, 8 HEAL ™ —
YRR ) 4t B

( 1 ) . N
mll’l?HWH +CE€;
wib i=1

(6)
scty;(wex;, +0) =1—¢,

l e, =>0,i=1,2,,N
2145 bt T 800 3 o T B 0 R e L i X 2 (6) T
—AMAREXL ARG HERAE A’ T o, AL
] A X (6 B PR B H R ECH

N
L(Wabaeaaaﬂ> :? H w H 2+(32€,' -
i=1

. N (7
Ea,v(y,v(w -x,v—b—b)fl—l—e,-)*z,u,-s;
i—1 i=1
/ﬂ\:':,j’ 0(1’207#1‘ =0,
B AAL [A] BV (6) F4) X 18 ] 25 Hy
N
mlnfz Eaa yviyi(x; «x;) — Ea,-
i=1 j=1 i=1
(8)
<s.t Eaiy, =0
i=1
L 0, <Cyi=1,2,-,N

24 IR 1Y 53 2 - T Oy AE 2R PR R T i
e 1 — A 72 46 K i s ) 50 F0 e S 3 57 4 ), e D)
XA R H AR R (O BN x, X x,, IR
K (x, Xx;)=¢(x)¢(x,) KAE, BLF XTI

L) H b R ECH
N
72 Zaajy y](x x])izai (9)
i=1 j=1 i—1
Horbr 4% o B =1 0 (RBF) 4%, BT
Hxi*xj H
K(x; « x;) =exp(— 5 ) (10
J 2(),“
BRI DR RN
f(I)—s1gn(Za v, K(x; «x;)+b") AD

v LN i’JiJXﬂfﬁ )5 )i

1T SVM 23S 88 T 9 A% R KN o 30 A% PR
IPRBCERZF C M iz FAE g BRI, A 7Y
NP Bt 20k 2 84T T8 . 1SR AT 28 X
TE S AR R L X C R g BEAT AR AR RS

1 T8 1) 2 4 0 46 s B2 OEUHR R AR

2) XoF 4 B TC A5 2 3ty 2 4 A0 I 4 s B30 R A T 0 —
TRAL B fiff BT A RRAE #6457 T[] — d GOk 14 B e % 43
KBRS T,

3) SR FHZE U I A A% 48 R kX C F g #EAT
e R 3 2 10 0,10 WM AT AL A
I FH 58 SCSRIE A ~F- 247 1F B 258 X8 T 2 5 0 S 802
AR RE 7 HEAT VAR, 35 5 16 75 58 SCIIE 1) °F 35 1E i 2%
WE C g 1 SVM 2528 B S 5L,

A4) ¥ R 18 T AR 2K Sk 1) IO 45 2 4 25 ST Al A
R ot I S AR R AT AT T R I R R,
J5EFE— AR FEA AT R 2 S HATAl

3 G E S0

N T AR AR A LR E

1) LU i FC A2 2 i 28 48 1E oz A7 I, 42 R Y
KI5 b s o IEREAS T PR RIVAR I A A7 7E
A S B IE S 15 DU AR I AR A i R S4B R
YN BL & B B E LR il B =R A € S AN o N
N R BIARIC AT A8 22 42 AU 1 52 2500 0 0.

2) B2 N 0 Trde i, A 00 3] 04 95 B 2030 1 2
HIEFEAREH A Fe GRIEBD 2R s DUR E 52 9
2% Tl B AR GE AR R 32 AT I 5 IR ARG S H ) E
IEREA R ) T (LIEFD RoR

3 LAB A Ay Bt i A6 0 3] A9 48 R 0 H
HAREARREH T LD 2R s AR 3% M
2% Tl 1 AR GEAE R aa AT I 3R IBCHS G I K 4l ) E
TOREA (R (BRI R0

PG, FTARAT 4 DS TTFAN 6 B, 2350 D RS 38 1

MR R LR A T HE Aw . BD
PEU— (12)
Ty + Fp
R = T (13)
Te+ Fy
A ey = ety (1

Ty +Tx+Fe+Fy



55036 B 5 M

RUMFVE 4 HE T RBF-SVM 8 G L A8 4 3 (14 ) 25 42 4 A5 3407 Al 39

2Py
" PR
HLIF 2% (true positive rate, TPR) , U8 , B
32 B U H R T S R O S A Y L i, HE
TR

I, (15

Ty
T Ty Fy
B IF 25 % (false positive rate, FPR) , 455 &, H]I
Gy ARAR N O B2 B B S o BT S A Y L A
HtsIg A h

T pr (16)

Fp
T T, Fy

1% CA A python 4 5 2K FH 38 L6 IE 1 4% #
FIEXS SVM K8 S8 S0, W SVM 73 2K 4%,
PR ARG AT ISR B 07 A5 B 45 R an & 2
Jiias. 24 C Flg 43 BHCT A0, 1 B, 32 CEHIE (1
PIIEff SR s s #9111 %,

Xt C Mg ATk £ )5 . M SVM % fig i
7 2 Uity 4 A A B PP A AT [R] IR % SCRE B SVM
5 RHLARAR 328 A B A AT H L ROC 2k
SEHANP 3~5 Wi . AT A H ISR FH R B it
8 5N 58 1 UK (218 20 B B b HC At 2 Fh ARk
B 3 LI AR bR LR ZE RN 3 P

For a7

Coo
SShSaERS

Coocooo
BAloe BN BT

2 R IGER AR SRR

Figure 2 Cross-validation grid search parameters

Optimization

1.0
0.8+
= 0.6F
&~

0.4

021 —ROC curve(area=0.97)

ROC curve(area=0.92)

0 02 04 06 08 1.0
F‘l’l\'

3 ROC 1 % (RBF-SVM)
Figure 3 ROC curve (RBF-SVM)

TPR

0.2~ —ROC curve(area=0.97)
ROC curve(area=0.81)
0 02 04 06 08 1.0
Fix

B 4 ROC & (FALAKA)

Figure 4 ROC curve (random forest)

1.0
0.8
= 0.6~
=~
0.4+~
02~ —ROC curve(area=0.95)
ROC curve(area=0.87)
0 02 04 06 08 1.0
E’R

B 5 ROC#H&X(ZHw=))
Figure 5 ROC curve (logistic regression)
£33 SHAEAFMNBAALKRLER
Table 3 Evaluation indicatorscomparison of

three algorithms

Bk A ceuracy P rccision R ccan F, AUC
SVM 0.839 0. 800 0.857 0. 828 0.916
DT 0.806 0. 750 0.857 0. 800 0.811

LR 0.774 0. 769 0.714 0.741 0.874

126 3 A AL, i S B SVM. Bk 19 ME A %
FEUERSE 4 DNIEN FRARERAE T oAt 2 FhARL . Rt
AT, 32 SOV FH B 3k T S B0 28 0 S N 0 N 4
ST G PEA

TEH — 2 T 3G B HE AR [ A 20,B:30,C:45% ,
D:34%, E: 30, F:0.007 01 ]f% A i% 3¢ 3 T RBF-
SVM 4 £ 1) %2 42 28 PP AR AR AL b AT 3P AN S i 8l s
T A A TR A B B 25 SR 0, B AT ) T T A 2 g
AL 2 .

4 2EIE

B T i R £ DX 11 B T AR 2 it T RE i
Z M T B e T —Fh kT RBF-SVM 1)
B B T AR 2 ) 2 48 4 A BVEAR O vk R 8 L
TE 46 48 23 T4k SVM 23 25 2% 10 e 10 2 50 R
Je ) AR B T A 2 ity I 4% 42 e DF A B A ; B IS K X



40 W B %

5

SCR IR 7 755 BEDL AR bR 32 B 01 2 ROk AT
PO, B i 007 A0 T A 2 FhaRk , RISR W% 7 1%
RE S A APl 2 i 2 75 A7 75 9 45 22 42 KBS, X v )
ARG LR L B —ERNREME. R
A A 2 S 2 e G I A A ARSI A A R i 5 U T gk
115835 FAb 5T . T IT et — 22 B BEJE .

S 23K

(1] SR3EI L R SR W5, 4. T o 106 190 2 3 2% s 119 HE -
B ALY, s v FE 4 A 2019,45(6) :1729-1736.
ZHANG Jichuan, CHEN Lei, ZHANG Mingyu, et al.
Conception and application of smart terminal for distri-
bution internet of things[J]. High Voltage Engineer-
ing,2019,45(6) :1729-1736.

L AR IR ey Il A N B S R Qe 7R (IR ES
ASEA LMK ARGEME 55 2 ML a5 ELE R
WM HFANEE SRR B HORE AL,
2016,40(8) :147-151.

LI Zhongwei, TONG Weiming, JIN Xianji, et al. Con-

(2]

struction of cyber security defense hierarchy and cyber
security testing system of smart grid: thinking and en-
lightenment for network attack event to national grid of
ukraine and israel[J]. Automation of Electric Power
Systems,2016,40(8):147-151.
MR, EE R Bk 2. R 22 M 45 WL AR TR B Re
P5 B 5 5 R B TR BT, & s JE A,
2011,37(3):672-679.

MEI Shengwei, WANG Yingying, CHEN Laijun. Over-

(3]

views and prospects of the cyber security of smart grid
from the view of complex networks theory[J]. High
Voltage Engineering,2011,37(3) :672-679.

Bass T,Gruber D. A glimpse into the future of ID[]].
USENIX & SAGE.1999,24:40-45.

[4]
[5] Bass T. Intrusion detection systems and multisensor da-
ta fusio: creating cybersapce situational awareness[ ] ].
Communications of the ACM,2000,43(4):99-105.
R LI BRI, B EEREMK L 2SI
WARER 55 s [T ], B R 545, 2013,
41(9):116-120.

HAO Junjie, WANG Dan, YANG Donghai.

(6]

Research of
security situation online-assessing framework and algo-
rithm in electric power information system[]]. Power
System Protection and Control,2013,41(9):116-120.

[7] Alcaraz C,Lopez J. Wasam:a dynamic wide-area situa-

tional awareness model for critical domains in smart

grids[ ] ]. Future Generation Computer Systems, 2014,

i VN 2 Eite 2021 %9 A
30:146-154.
(8] H ATk, Z=EEMS, 815 2% , 45, J% T W] 20 AH & 0 o 3% & 1Y

P e ) 2 4 25 3OO O 1k [ ], o R HL D AR A 4
2021,41(2):617-632.
TIAN Shuxin, LI Kunpeng, WEI Shurong, et al. Security
situation awareness approach for distribution network
based on synchronous phasor measurement unit[ ] ].
Proceedings of the CSEE,2021,41(2):617-632.
[9] Severance C. Guido van rossum:the modern era of py-
thon[J]. Computer,2015,48(3) :8-10.
[10] ER M. 2 F ARM A9 B X 5 68 B 48 2 o 1%
(. #1005 3 T RE A, 2021,37(1) :54-61.
WANG Chengsi. Design and research of smart distri-

i

&

bution and transformation terminal based on ARM[J].
Power System and Clean Energy,2021,37(1) :54-61.
XIARA,GAERE . TR, ETHEEMNE eI a2 s
i A0 B A S AT AL LT ] M J7 B R L 2020, 14 (1)
18-23.

LIU Dongqi, ZENG Xiangjun, WANG Yaonan. Security

[11]

situation assessment of intelligent distribution transformer
terminal unit based on information entropy[ J]. Southern
Power System Technology ,2020,14(1) :18-23.

B S 8 i N AN I DO/ NG W2 3 9 ]
HMAOTERGEAGKRLT] R A, 2020,44(9):
3582-3594.

WANG Yu,LI June,ZHOU Liang,et al. A self-healing

[12]

architecture for power industrial control systems a-
gainst security threats to embedded terminals[J]. Pow-
er System Technology,2020,44(9):3582-3594.

B BT 2 Uk A 2 IROML JE et AR R AR R
#£,2019:112-141.

[13]
[14] Cortes C,Vapnik V. Support vector networks[ J]. Ma-
chine learning,1995.20(3) :273-297.

[15] Kennedy J, Eberhart R. Particle swarm optimization
[C]//International Conference on Neural Networks,
Perth, Australia: IEEE, 1995,
T, K& PR E S, S B TR 0 AR I R IE
SVM ZHA AL LT ). i RHE,2012,39(3) - 28-31.
WANG Jianfeng, ZHANG Lei, CHEN Guoxing, et al.

[16]

A parameter optimization method for an SVM based
on improved grid search algorithm[J]. Applied Science
and Technology.2012.39(3):28-31.

B BOE B L R A ] 0 H b bR B LT .
PHALHL TR 5 0 . 2009,45(22) : 117-119.

XIAO Hanguang, CAI Congzhong. Comparison study

[17]

of normalization of feature vector[ J]. Computer Engi-

neering and Applications, 2009,45(22):117-119.



	Research on network security situation awareness of intelligent distribution transformer terminal unit based on RBF-SVM
	Recommended Citation

	Research on network security situation awareness of intelligent distribution transformer terminal unit based on RBF-SVM
	Authors

	tmp.1683862922.pdf._BewA

