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Cyber security protection and hardware acceleration of distribution automation

system based on autonomous security chip

NI Weidong, WU Lihui, WANG Junfeng

(Foshan Power Supply Company, Guangdong Power Grid Co. , Ltd. , Foshan 52800, China)

Abstract; According to the characteristics of distribution automation system, such as wide range of points and wide
distribution, a dual protection scheme based on "network layer + application layer" is designed. A password authen-
tication protocol based on the combination of SM2, SM3, SM4 national secret algorithm and message authentication
code (MAC) one-time password authentication is proposed to realize two-way authentication and encryption of service
data between distribution master station and distribution terminal. Therefore, this protocol ensures the integrity and
confidentiality of communication data, solves the problem of network security protection of distribution automation
system. Once the multi-core heterogeneous independent security chip is applied for hardware acceleration, the speed
and efficiency of encryption algorithm will be improved.
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Figure 1 The diagram of three-layer distribution

automation system
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Figure 3 Flow chart of data interaction between

master station and terminal
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