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Research and realization of security measures online rehearsal and anti-error warning of

intelligent substation secondary equipment

ZHAOQO Yuhao', HAO Xiaoguang', GENG Shaobo®, LUO Peng', XU Zhongnan®, MAO Yurong®

(1. Electric Power Research Institute, State Grid Hebei Electric Power Co. , Ltd. , Shijiazhuang 050021, China; 2. State Grid
Hebei Electric Power Co. , Ltd. , Shijiazhuang 050021,China; 3. Wuhan Kemov Electric Co. , Ltd. , Wuhan 430223, China)

Abstract; Aiming at the problem of how to effectively and reliably isolate the relevant secondary equipment during the
expansion, rebuilding and overhaul of the smart substation, this paper presents a method of security measures online
rehearsal and anti-error warning of intelligent substation secondary equipment. This method establishes substation
graphies files through the SCD model file, and correlates the information collected by the data acquisition unit and the
substation graphics file, to get the initial state of substation safety measures while conducting rehearsal of secondary
equipment safety measures and dynamically previewing the safety process rehearsal process., The example validation
shows that the method can automatically warn against the incomplete safety isolation and provide an effective technical
means for the maintenance personnel in the intelligent substation,
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Figure 1 Implementation process
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Figure 2 Security measures rehearsal model

JEH . GOOSE #ii A/ il t FE Al A6 A8 T Az - 1) L
1A S5 R SR SRR R R

2 HE WA B B AR AR L o S ST B 2 R SCD
SO ) TEDs 244k i — A 37 TED (0 TED)
5 HAl TED # SCHEBURL, 2R B — WK % 4 45 it 90
KLk 3 s .



R0 5 ¢ R IR PR R LA T A G 1 2R T R B R U PR T S S

535 4659 3 175
102200 |
XXX:220 kV WFRERR A FIOLE  WiERRR A AHA xng.zzzz%lkv
XX £ Wi 2% B HIOLH. - WiBAS B AHSM: | XX 4
Gl iR C AL - I RS C A 24 P
L RIS - RIS 712 ML2201
PGHIL A - A -1 R AL Jal 30 A Rirg| 220 Y
Bl A-FIBE(RI ). i R TR A FIHLR [a2-- — LR A LR ggéﬁ
B B-ERE(RI O )- - Wi A ) By B ML 1 FE—dlEy A fEw| | ¢
a-| Ik C—EEBE (PR ). BBt 0 4 B AT b2 - S5 — 2 A MR
103 |PA] 488 345 0 - A Bk {4 C MR Lol - S —HAR A HHEE
@M ER (e AW R4 C WL Jo2- - BE—ZHARD A HE IR
mﬂgg | o AAIRLAL Ual-- 4P A HIHLE Ual
PM2201 {74 B HIHLIE Ub2- - B HIHLE Ub2
XXX :220 SRR LA B AR PR C AL Ul 474" C AIHLEE Uel
4% -5 T 7P B A B 3 S C A Uc2: DR C AT Ue2
PRiRp -1 7.1 FUBHLE Ux1-- FHIHUE Uy
A KB SR Wi 2R R [ Ux2: R Ux2
o BAHE R Wil kR ,
o CE R B R R | e BB
OO KL AR GBI i

B3 =k 4eHEmg

Figure 3 Security measures rehearsal map
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Figure 4 Security measures generation process
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Table 1 Security measures catalog information
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